Proof of Concept Technical Solution
for the Marconi Law Firm, LLC.

(WordPress Website)

Project Background: Assume that you are an entrepreneur and that you own your own Information
Technology (IT) consulting firm. You have recently acquired a new client called “Marconi Law Firm”. As
part of your client’s contract agreement, you are to deliver full documentation for their upcoming
WordPress Website Hosting project implementation. This documentation includes a Proof-of-Concept
Technical Solution which documents all software, hardware, and network configuration details. Assume
that the finished document will be used in-house by the Marconi Law Firm and will be referenced by
their in-house IT department---after the project has been successfully completed.
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Preface

This document will serve as proof of concept to Mr. Marconi for creating his WordPress website for his
law firm and as audit documentation.

The purpose of audit documentation is to provide a comprehensive record of the organization's
information technology infrastructure and security controls and processes. It plays a crucial role in
providing transparency, accountability, and QA/QC regarding an organization's cybersecurity controls
and practices. It enables organizations to demonstrate compliance, identify areas for improvement, and
make informed decisions to strengthen their overall organizational cybersecurity.

Audit documentation serves several important purposes:
e Compliance: Evidence that an organization has undergone a thorough examination of its

systems. It helps validate that the organization has implemented appropriate controls to
protect its information systems and sensitive data.



Validation: Verification of the effectiveness and adequacy of cybersecurity controls. It provides
detailed information about the design, implementation, and operation of these controls,
enabling reviewers to assess their reliability and identify any gaps or weaknesses.

Records Maintenance: Historical record of cybersecurity audits conducted over time. It enables
organizations to track their progress, identify trends, and evaluate the effectiveness actions
taken. It also serves as reference for future audits and allows auditors to understand the
current cybersecurity implemented and facilitates a more targeted approach to future
cybersecurity updates and audits.

Decision-making Support: Valuable insights and information that can support decision-making
processes. It allows management to make informed decisions about allocating resources,
prioritizing cybersecurity investments, and addressing identified risks and vulnerabilities.
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IMPORTANT: To earn full credit, ALL screenshots must include a “full
view”, including your ProxMox title bar with your username showing.

Network Topology Diagram
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Docker Ghost

The Virtual machines communicate with each other through proper network configuration, which is internal
networking. Each VM's firewall must be configured to allow incoming and outgoing traffic between VMs.
Each VM should have a unique IP address within the same network segment. You can configure static IP
addresses or use DHCP to assign IP addresses to VMs dynamically.

Node.js Application (Ghost) on Docker
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Update CentOS
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Type in sudo yum update -y, and the VM will automatically update CentOS.



Install EPEL Packages
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Type in sudo yum install epel-release -y, and it will install automatically EPEL packages.
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and it will install nano.



Docker CE
Install required packages
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Set up stable repository

@ Safari File Edit View History Bookmarks Window Help

eve M+ < 0 @ itlab.fsemergingtech.com

X PROXMOX virtual Environment 7.

type in sudo yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.repo
it will set up stable repository.



https://download.docker.com/linux/centos/docker-ce.repo

Install Docker CE
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Verify docker version
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Type in sudo docker -v to verify the docker version.
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Start Docker
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Type in sudo systemctl start docker, and it will initialize docker.



Enable Docker
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Test Docker (hello-world)
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Type in sudo docker run hello-world, which will run the command and display a hello-world message.



Disable SELinux
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type in sudo nano /etc/selinux/config. Once in the configurations, go down to SELinux and delete enforcing
to disabled, then press control x to save, press y when commanded, and enter to exit.



Reboot VM
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Type in reboot, and it will automatically reboot the system.



Test SELinux
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Type in sestatus, and this will test SELinux.
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Confirm SELinux Status
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Type in sestatus to confirm SELinux Status.



Install Ghost Docker Container
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To install Ghost, type docker run -d --name ghost -p 3001:2368 -e url=http://10.10.229.11:3001 ghost. This
will establish a ghost docker container.



Test Ghost
Ghost Container ID
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To test ghost container type in docker ps -a, this will display the containers created and give you the
container ID.



IMPORTANT: To earn full credit, ALL screenshots must include a “full
view”, including your ProxMox title bar with your username showing.

NginX Reverse Proxy

Show screenshot of your Rocky 8 Console in VE
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To access Rocky 8 Console, go to your proxmox environment, and on the left side of the screen, click on the
firewall machine and start it up. Once completely loaded, click the Rocky 8 and start it up. Then, log in with
credentials and verify the IP address on the command line—type in the IP addr.



Update Rocky 8
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To update Rocky 8, type on the command line sudo yum update -y, which will update the machine to the

latest updates.



Install EPEL Packages
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To install EPEL packages, type on the command line sudo yum install epel-release -y. This will install the
packages for EPEL.



Install Nano Editor
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To install nano, type on the command line sudo yum install nano; this will install nano to the machine.



Disable SELinux
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To disable SELinux on the command line, type sudo nano /etc/selinux/config, then scroll down to SELinux
and remove enforcing and type in disabled, then press CONTROL X, and when prompted, press Y for YES
then press enter, and it will take you back to the root.

Reboot VM
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To reboot VM on the command line, type reboot and press enter. This will automatically reboot the system
and log in with credentials again once fully rebooted.




Test SELinux

@& safari File Edit View History Bookmarks Window Help Thu Sep 28 12:07 PM

@ itlab fsemergingtech.com h + ©

& yhernandez1@LabAccount v

5 1026 (yhe e ate the web t ystemct] enable --nc

1027 (yhernan:
& -

(@ Task History

@ Monitor




Confirm SELinux Status
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To confirm SELinux status on the command line, type sestatus.



Rocky Firewall
Stop Firewall
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To stop the Firewall on Rocky on the command line, type systemctl stop firewalld, then press enter.



Disable Firewall
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To disable the Firewall on the command line, type systemctl disable firewalld.



NginX
Install NginX
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To install NginX, type sudo yum install nginx -y on the command line, which will automatically install NginX
on your machine.



Start NginX

@ Safari File Edit View History Bookmarks Window Help

@ itlab.fsemergingtech.com

° a3~
X PROXMO

Pool Vie

G 1026 (yhernant ] Hardware Uerifying
G2 1027 (yhernan« . Uerifying
X Verifying

1029 (yhernan« & Options Uerifying
Uerifying

@ Task History Verifying

Uerifying

Uerifying

Uerifying

Uerifying

Tiny-8.6 3.
t a6t
60184

4668ad . xB6_64 1-1.el

To start NginX on the command line, type systemctl start nginx.
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Enable NginX
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To enable NginX on the command line, type systemctl enable nginx.
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To test NginX on the command line, type service nginx status.



Reverse Proxy for Ghost Site
Edit NginX configuration file
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To edit the NginX configuration file on the command line, type sudo nano /etc/nginx/nginx.conf. This will
take you to the GPU page, where you will scroll down until you find Location, and you will enter the needed
reverse proxy code. Make sure everything is credited correctly.



Reload NginX service
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Welcome to NGINX on Rocky Linux!

This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can read this page, it means that the
web server installed at this site is working properly.

Website Administrator

This is the default 1nsex.ntst page that is distributed with nginx on Rocky Linux. It is located in /usr/share/aginx/ntst

You should now put your content in a location of your choice and edit the root configuration directive in the nginx
configuration file /etc/nginx/nginx. cont.

For information on Rocky Linux, please visit the Rocky Linux website. The documentation for Rocky Linux is available on the
Rocky Linux website.

NGinX [

To reload the NginX service, go to the Ubuntu machine, open Firefox, and type in the address bar
10.10.229.10; this will load the page.



Terminate Docker
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To terminate docker type in docker rm.



Delete Ghost Container
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Create New Ghost Container
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To create a new Ghost container on the command line, type docker run -d --name ghost 3001:2368 —e
url=http://10.10.229.10/blog ghost.



Browse to Ghost
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Welcome to NGINX on Rocky Linux!

This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can read this page, it means that the
web server installed at this site is working properly.

Website Administrator

This is the default 1nsex.ntst page that is distributed with nginx on Rocky Linux. It is located in /usr/share/aginx/ntst

You should now put your content in a location of your choice and edit the root configuration directive in the nginx
configuration file /etc/nginx/nginx. cont.

For information on Rocky Linux, please visit the Rocky Linux website. The documentation for Rocky Linux is available on the
Rocky Linux website.

NGinX [

@ Safari  File Edit View History Bookmarks Window Help
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Website Administrator

Something has triggered missing webpage on your website. This is the default error page for nginx that is distributed with
Rocky Linux. It is located /usr/share/nginx/ntal/50x. htal

You should customize this error page for your own site or edit the error_page directive in the nginx configuration file /ete/ngtnx
nginx. cont

For information on Rocky Linux, please visit the Rocky Linux website. The documentation for Rocky Linux is available on the
Rocky Linux website.

NGinx S

To browse to ghost log in to the Ubuntu machine, open up Firefox and type on the address bar
http://10.10.229.10, then press enter, and once it loads, type on the address bar http://10.10.229.10/blog.



IMPORTANT: To earn full credit, ALL screenshots must include a “full
view”, including your ProxMox title bar with your username showing.

WordPress on Ubuntu - LAMP Stack



Show screenshot of your Ubuntu Console in VE
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Upgrade Ubuntu
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To upgrade Ubuntu on the terminal, you type sudo apt upgrade, then press enter, and it will upgrade.

Install Nano Editor
Nano was installed already.




Install Git

Bookmarks
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you type sudo apt install git -y; this will automatically install Git.

To install Git,



Install Apache2

@ safari File Edit View History Bookmarks Window Help

@ itlab.fsemergingtech.com

1T126 - Proxmox Virtual Environment

,

Os

0 0

@

a v 6



Open Firewall Ports 80 and 443
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To open Firewall Ports 80 and 443 on the terminal, type sudo ufw allow in “Apache Full” then press enter to
ensure it's correctly spelled with quotations and uppercase included.



Browse to Apache2 Ubuntu Default Page
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Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully

in D Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
- apache2.conf
-- ports.conf
-« mods-enabled
/- *.l0ad
*. conf
-« conf-enabled
*.conf
- sites-enabled
*.conf

Tasks.

tart Time

To browse the Apache2 Ubuntu Default Page, click on Firefox browser, and on the address bar, type
http://10.10.229.12. Press enter, and it will take you to the default page.



http://10.10.229.12/

Install MySQL
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To install MySQL, we type sudo apt install mysql-server on the terminal and type enter.



Alter root user password
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:

User@user-Standard-PCUAOFXPIIX-1996: - C

To alter the root user password, you must load the MySQL CLI; therefore, you type sudo mysql, then press
enter MySQL will show up. By this time, we had created a password through a website or on our own. Then
we will type ALTER USER (in uppercase) ‘root’@’localhost’ IDENTIFIED WITH (in uppercase)
mysql_native_password BY ‘[add password]’; then press enter.

NOTE: Document root user password in table at top of document.



Flush Privileges
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To flush privileges, type FLUSH PRIVILEGES on the command line, then enter.



Quit MysQL
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To quit MySQL, you type exit and then enter. This will exit you out of MySQL.



Install PHP

Edit Sources.list File
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‘* m user@user-Standard-PC-I440F X-PIIX-1996: ~

update-alternatives: using /etc/mysql/mysql.cnf to provide /etc/mysql/my.cnf (my
.cnf) in auto mode
Renaming removed key_buffer and myisam-recover options (if present)
mysqld will log errors to /var/log/mysql/error.log
mysqld is running as pid 14287
Created symlink /etc/systemd/system/multi-user.target.wants/mysql.service = /lib
/systend/systen/mysql.service.
Setting up mysql-server (8.0.34-6ubuntu®.26.04.1)
Processing triggers for systemd (245.4-4ubuntu3.22)
Processing triggers for man-db (2.9.1-1)
Processing triggers for libc-bin (2.31-6ubuntu9.12)
$ sudo mysql
[sudo] password for user:
Welcome to the MysQL monitor. Commands end with ; or \g.
Your MySQL connection id is 8
server version: 8.6.34-6ubuntu6.20.64.1 (Ubuntu)

Copyright (c) 2660, 2623, Oracle and/or its affiliates

oOracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> ALTER USER

-> clear

>

-> \c
mysql> ALTER USER 'root'@'localhost' IDENTIFIED WITH mysql_native_password BY 'VWqJReU17ak';
Query OK, 0 rows affected (0.06 sec)

mysql> FLUSH PRIVILEGES;
Query OK, © rows affected (0.61 sec)

nysql> exit
Bye
$ sudo nano /etc/apt/sources.list

S
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$’ ol user@user-Standard-PC-I440F X-PIIX-1996: ~

update-alternatives: using /etc/mysql/mysql.cnf to provide /etc/mysql/my.cnf (my
.cnf) in auto mode
Renaning removed key buffer and myisam-recover options (if present)
mysqld will log errors to /var/log/mysql/error.log
mysqld is running as pid 14287
Created symlink /etc/systemd/system/multi-user.target.wants/mysql.service - /lib
/systend/system/mysql.service.
Setting up mysql-server (8.6.34-6ubuntu®.20.64.1) ...
Processing triggers for systemd (245.4-4ubuntu3.22)
Processing triggers for man-db (2.9.1-1)
Processing triggers for libc-bin (2.31-6ubuntu9.12)
$ sudo mysql
[sudo] password for user:
Welcome to the MysSQL monitor. Commands end with ; or \g.
Your MySQL connection id is 8
Server version: 8.6.34-6ubuntu®.26.64.1 (Ubuntu)

Copyright (c) 2000, 2023, Oracle and/or its affiliates.

oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> ALTER USER

-> clear
mysql> ALTER USER 'root'@'localhost' IDENTIFIED WITH mysql_native_password BY 'VWqIReU17ak
Query OK, © rows affected (0.06 sec)

mysql> FLUSH PRIVILEGES;
Query OK, © rows affected (0.01 sec)

mysql> exit

Bye
s iudo nano /etc/apt/sources.list
$




Add “universe” to all URLs

Update Ubuntu (refreshes the repolist)
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Target Translations (universe/i18n/Translation-en_US) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sourc
es.list:48

Target Translations (universe/i18n/Translation-en) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.
list:48

Target DEP-11 (universe/dep11/Components-and64.yml) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources
.list:48

Target DEP-11 (universe/dep11/Components-all.yml) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.l
ist:48

Target DEP-11-icons-small (universe/dep11/icons-48x48.tar) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/
sources.list:48

Target DEP-11-icons (universe/dep11/icons-64x64.tar) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/source
s.list

Target DEP-11-icons-hidpi (universe/dep11/icons-64x64@2.tar) is configured multiple times in /etc/apt/sources.list:46 and /etc/ap
t/sources.list:48

Target CNF (universe/cnf/Commands-amd64) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.list:48

Target CNF (universe/cnf/Commands-all) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.list:48

Target Packages (universe/binary-amd64/Packages) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.li
st:50

Target Packages (universe/binary-1386/Packages) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.lis
t:50

Target Packages (universe/binary-all/Packages) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.list
:50

Target Translations (universe/i18n/Translation-en_US) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sourc
es.list:50

Target Translations (universe/i18n/Translation-en) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources
list:se

Target DEP-11 (universe/dep11/Components-and64.yml) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources
.list:se

Target DEP-11 (universe/dep11/Components-all.yml) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.l
ist:5e

Target DEP-11-icons-small (universe/dep11/icons-48x48.tar) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/
sources.list:50

Target DEP-11-icons (universe/dep11/icons-64x64.tar) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/source
s.list:50

Target DEP-11-icons-hidpi (universe/dep11/icons-64x64@2.tar) is configured multiple times in /etc/apt/sources.list:46 and /etc/ap
t/sources. i

Target CNF (universe/cnf/Commands-amd64) is configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.list:50

Target CNF (universe/cnf/Commands-all) configured multiple times in /etc/apt/sources.list:46 and /etc/apt/sources.list:50

] |

To update Ubuntu, you type sudo apt update, then press enter.



Install Required PHP Libraries
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Creating config file /etc/php/7.4/mods-available/tokenizer.ini with new version
Ssetting up php7.4-mysql (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/mysqlnd.int with new version
Creating config file /etc/php/7.4/mods-available/mysqli.ini with new version

Creating config file /etc/php/7.4/mods-available/pdo_mysql.ini with new version
Setting up php7.4-readline (7.4.3-4ubuntu2.19) ..

Creating config file /etc/php/7.4/mods-available/readline.int with new version
setting up php7.4-opcache (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/opcache.int with new version
setting up php7.4-json (7.4.3-4ubuntu2.19) ..

Creating config file /etc/php/7.4/mods-available/json.int with new version

setting up php-mysql (2:7.4475) ..

Setting up php7.4-cli (7.4.3-4ubuntu2.19) .

update-alternatives: using /usr/bin/php7.4 to provide /usr/bin/php (php) in auto mode
update-alternatives: using /usr/bin/phar7.4 to provide /usr/bin/phar (phar) in auto mode
update-alternatives: using /usr/bin/phar.phar7.4 to provide /usr/bin/phar.phar (phar.phar) in auto mo

Creating config file /etc/php/7.4/cli/php.int with new verstion
Setting up libapache2-mod-php7.4 (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/apache2/php.ini with new version

Module mpm_event disabled

Enabling module mpm_prefork.

apache itch_mpm tch to prefork

apache2_invoke: Enable module php7.4

Setting up php7.4 (7.4.3-4ubuntu2.19) .

setting up libapache2-mod-php (2:7.4+75)

Setting up php (2:7.4+75)

Processing triggers for man-db (2.9.1-1)
triggers for php7.4-cli (7.4.3-4ubuntu2.19) ...
triggers for libapache2-mod-php7.4 (7.4.3-4ubuntu2.19)

-8

To install required PHP libraries, you type sudo apt install php libapache2-mod-php php-mysq|l, then press
enter.



Install Required MySQL Libraries
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Creating config file /etc/php/7.4/mods-available/xsl.ini with new version
Setting up php7.4-curl (7.4.3-4ubuntu2.19) ...

Creating config file /etc/php/7.4/mods-available/curl.ini with new version

E Setting up libzip5:amd64 (1.5.1-6ubuntul) ...

Setting up libxmlrpc-epi0:and64 (0.54
Setting up php7.4-intl (7.4.3-4ubuntu2.19

Creating config file /etc/php/7.4/mods-available/intl.ini with new ve
Setting up php-intl (2:7.4+75) ...
Setting up php7.4-zip (7.4.3-4ubuntu2.19) ...

Creating config file /etc/php/7.4/mods-available/zip.ini with new version
setting up php-zip (2:7.4+75) .
setting up php7.4-soap (7.4.3-4ubuntu2.19) ...

Creating config file /etc/php/7.4/mods-available/soap.ini with new version
setting up libonigS:amd64 (6.9.4-1) ...
setting up php7.4-gd (7.4.3-4ubuntu2.19) ...

Creating config file /etc/php/7.4/mods-available/gd.ini with new version
Setting up php-xml 4+75)

Setting up php-curl (2:7.4+75) ...

Setting up php7.4-xmlrpc (7.4.3-4ubuntu2.19) ...

Creating config file /etc/php/7.4/mods-available/xmlrpc.ini with new version
Setting up php7.4-mbstring (7.4.3-4ubuntu2.19) ...

Creating config file /etc/php/7.4/mods-available/mbstring.ini with new version
Setting )
Setting
Setting 2:
Setting up php-gd (2:7.4+75) ...

triggers for libc-bin (2.31-6ubuntu9.12) ...
Processing triggers for libapache2-mod-php7.4 (7.4.3-4ubuntu2.19) ...

triggers for php7.4-cli (7 L)—iubur\tuz.l‘i)

S

To install required MySQL libraries, you type on the terminal sudo apt install php-curl php-gd php-xml php-
mbstring php-xmlrpc php-zip php-soap php-intl then press enter.



Enable URL Rewrites (clean URLs)
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Creating config file /etc/php/7.4/mods-available/curl.ini with new version
setting up libzips:amd64 (1.5.1-6ubuntul)

Setting up libxmlrpc-epi@:amd6d (0.54.2-1.2

Setting up php7.4-intl (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/intl.int with new version
Setting up php-intl (2:7.4+75) ...
setting up php7.4-zip (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/zip.int with new version
setting up php-zip (2:7.4+75) ...
Setting up php7.4-soap (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/soap.ini with new version
setting up libonigs:amd64 (6.9.4-1)
setting up php7.4-gd (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/gd.ini with new version
Ssetting up php-xml (2:7.4475) .

Setting up php-curl (2:7.4475) ...

Setting up php7.4-xmlrpc (7.4.3-4ubuntu2.19

Creating config file /etc/php/7.4/mods-available/xmlrpc.ini with new version
setting up php7.4-mbstring (7.4.3-dubuntu2.19)

Creating config file /etc/php/7.4/mods-available/mbstring.ini with new version
Setting up php-soap (2:7.4+75)
Setting up php-mbstring (2:7.4+75)
setting up php-xmlrpc (2:7.4+75)
Setting up php-gd (2
Processing triggers for libc-bin (2.31-6ubuntu9.12) ...
Processing triggers for libapache2-mod-php7.4 (7.4.3-4ubuntu2.19)
Processing triggers for php7.4-cli (7.4.3-4ubuntu2.19)

$ sudo azenmod rewrite
sudo: azenmod: command not found

$ sudo a2enmod rewrite
Enabling module rewrite.
To activate the new configuration, you need to run:

ystemctl restart apache2
s

To enable URL Rewrites, type sudo a2enmod rewrite, then press enter.



Restart Apache Service
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Setting up libzips:amd64 (1.5.1-6ubuntul)
Setting up libxmlrpc-epi@:amd64 (0.54.2-1.
Setting up php7.4-intl (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/intl.ini with new version
Setting up php-intl (2:7.4+75) .
Setting up php7.4-zip (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/zip.inl with new version
Setting up php-zip (2:7.4+75) ...
Setting up php7.4-soap (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/soap.int with new version
setting up libonigS:amd64 (6.9.4-1) ...
setting up php7.4-gd (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/gd.int with new version
setting up php-xml (2:7.4+75) ...

setting up php-curl (2:7.4+75) ...

setting up php7.4-xmlrpc (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/xmlrpc.int with new version
Setting up php7.4-mbstring (7.4.3-4ubuntu2.19) ...

Creating config file /etc/php/7.4/mods-avatlable/mbstring.int with new version
Setting up php-soap (2:7.4+75)
Setting up php-mbstring (2:7.4+75)
Setting up php-xmlrpc ( .4475)
Setting up php-gd (2:7.4+75)
Processing triggers for libc-bin (2.31-8ubuntu9.12) ...
Processing triggers for libapache2-mod-php7.4 (7.4.3-4ubuntu2.19)
Processing triggers for php7.4-cli (7.4.3-4ubuntu2.19)
$ sudo aZenmod rewrite
sudo: aZenmod: command not found
$ sudo azenmod rewrite
Enabling module rewrite.
To activate the new configuration, you need to run:
systemctl restart apache2
$ sudo systemctl restart apache2
$

To restart Apache, you type sudo systemctl restart apache2.



Create a test.php Web Page
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Setting up libxmlrpc-epi@:amd6d (0.54.2-1.2) ...
Setting up php7.4-intl (7.4.3-4ubuntu2.19)

Creating config file /etc/php/7.4/mods-available/intl.ini with new version
etting up php-intl (2:7.4+75) ...
setting up php7.4-zip (7.4.3-4ubuntu2.19) .

Creating config file /etc/php/7.4/mods-avatlable/zip.int with new version
Setting up php-zip (2:7.4+75) ..
Setting up php7.4-soap (7.4.3-4ubuntu2.19) ...

Creating config file /etc/php/7. 4/mod vailable/soap.ini with new vers
setting up libonigs:amd64 (6.9.4-1)
setting up php7.4-gd (7.4.3- Jubuntul 19) ..

Creating config file /e((/php/7 4/mods-available/gd.int with new version
setting up php-xml (2:7

Setting up php-curl ( 4‘75;

Setting up php7.4-xmlrpc (7.4.3-4ubuntu2.19) ...

Creating config file /etc/php/7.4/mods-available/xmlrpc.ini with new version
Setting up php7.4-mbstring (7.4.3-4ubuntu2.19) ..

Creating config file /etc/php/7. Jlmod avatlable/mbstring.ini with new version
Setting up php-soap (2:7.4+75)
setting up php-mbstring (2
setting up php-xmlrpc (2
Setting up php-gd (2:7.4+75) ..
Processing triggers for libc-bin (2.31-6ubuntu9.12)
Processing triggers for libapache2-mod-php7.4 (7.4.3-4ubuntu2.19) ..
Processing triggers for php7.4-cli (7.4.3-4ubuntu2.19)

:~$ sudo aZenmod rewrite
sudo: aZenmod: command not found

:~$ sudo a2enmod rewrite
Enabling module rewrite.
To activate the new configuration, you need to

ctl restart apache2
$ sudo

To create a test.php web page, type sudo nano /var/www/html/test.php, then enter. When the nano page
comes up, you will order <?php phpinfo(); ?>, then you will save it by pressing (Control » and X) and exit by
pressing enter.



Test the test.php Web Page
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PHP Version 7.4.3-4ubuntu2.19

System Linux user-Standard-PC-i440FX-PIIX-1996 5.15.0-84-generic #93~20.04.1-Ubuntu SMP Wed Sep 6
16:15:40 UTC 2023 x86_64

Build Date [Jun 27 2023 15:49:59
Server API | Apache 2.0 Handier

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc/phpi?.4/apache2
Loaded Configuration File | Jetcrphor?.4/apache2/php.ini
Scan this dir for additional .ini files | etcspher7.a/apachezicontd

o7, ini, fetc/php/7. jetc/php.
17-Alapachezitont A0-pdo.n. etohor7 /apochasicont A Soxmi . tconplT -l'apaxhl‘?/rm\! d
20-calendarini. fetc/phpy. ini, fetc/php/7. curl.in
fetclphp 4/apachez/cont d20-dom.n,fetc/phpy7 Ajapacheziontdr20-exitin ,c.ppnp
A.ini, fetc/php/7. d720-fileinfo.ini, fetc/php/7.

(20 g e Iphp(1. d4/20-gd.ini, fetc/php. t
11.4/apache2/con d20-iconvini. fetc/ph)T. ini, fetc/phprT.
20-json.ini, /etc/php/ ini, fetc/php)
fetcphpr? 4/apache2/cont.d/20-pdo_ mysalni.fetc/phprT mpamz /cont.d/20-phar.in. fetc/php

T Jete/phpr i, etc/phpy1 Aiapache2

720-

.mp ini, fetc/phpT. Ar\y)\(ﬂ(-]/(ov\h] 20-tockets.n.fetc/phpT. -\npm(hcl;(nmd 20-sysvmsg.ini.
fetclohpi. ini. /etc/php/7. ini, fetc/phg

Yo, fetciphorT ni, fetc/php.
4 4/20-xmirpc.ini. fetc/phpr7. xrbwriackn, fettiphy
[ d720-xsLini, fetc/phpy. d/20-zip.ini

PHP API |20190902
PHP Extension 20190902
Zond Extension 320190902

To test the test.php web page, go to a Firefox web browser, and on the address bar, type
10.10.229.12/test.php. Then you press enter, and you will get the PHP Version page.
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:~$ mysql -u root -p

1 9 Oct 7:36 T12 v VM 1029

To log in to the Database Configuration in MySQL on the command line, type mysql -u root -p, then
press enter.



Log into MySQL Database
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‘s m user@user-Standard-PC-1440F X-PIIX-1996:

:~$ mysql -u root -p
Enter password:

S ly - ySQL monitor. Commands end with ; or \g
S 1029 (yhernandez y connection id is 10

8.0.34-6ubuntud.20.04.1 (Ubuntu)

Copyright (c) 2000, 2023, Oracle and/or its affiliates.
oracle is a registered trademark of Oracle Corpo

affiliates. Other names may be trademarks of their respective

owners.

\h' for help. Type '\c' to clear the current input statement.

To log in to MySQL, you have to type in your password.



Create WordPress Database in MySQL
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‘* m user@user-Standard-PC-l440F X-PIIX-1996: ~

:~$ mysql -u root -p

Enter password:

welcom the MysQL monitor. Commands end with ; or \g.
Your MysQL connection id is 9

Sserver version: 8..34-6ubuntu0.20.64.1 (Ubuntu)

3 Copyright (c) 2080, 2023, Oracle and/or its affiliates.

oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type ' " or '\h' for help. Type '\c' to clear the current input statement.

mysql> CREATE DATABASE WordPressDB DEFAULT CHARACTER SET utf8mb4 COLLATE utfsmba_e9e6_ati_ci;l]

To create y Database on the command line, type CREATE DATABASE WordPressDB DEFAULT
CHARACTER SET utf8mb4 COLLATE utf8mb4_0900_ai_ci; then enter.



Create WordPress User for MySQL Database
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:~$ mysql -u root -p
Enter password:
Welcome to the MysQL monitor. Commands end with ; or \g.
Your MysQL connection id is 9
Sserver version: 8..34-6ubuntu0.20.64.1 (Ubuntu)
Copyright (c) 2660, 2623, Oracle and/or its affiliates.
oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> CREATE DATABASE WordPressDB DEFAULT CHARACTER SET utf8mb4 COLLATE utf8mbd_6906_ai_ci;
Query OK, 1 row affected (0.67 sec)

mysql> CREATE USER 'WordPressuUser'@'localhost' IDENTIFIED BY 'bLIvG8cddFyLgTv760SP';
Query OK, 0 rows affected (0.10 s

nysql> I

To create a WordPress User on the command line, type CREATE USER ‘WordPressUser’@’localhost’
IDENTIFIED BY ‘[add password]’; then press enter.



Grant Privileges to this New WordPress User
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‘* M user@user-Standard-PC-I440F X-PIIX-1996: ~

:~$ mysql -u root -p

Enter p. word:

Welcome to the MysQL monitor. Commands end with ; or \g.
Your MysQL connection id is 9

Sserver version: 8..34-6ubuntu0.20.64.1 (Ubuntu)

3 Copyright (c) 20ee, 2023, Oracle and/or its affiliates.

oOracle is a registered trademark of Oracle Corporation and/or its
may be trademarks of their respective
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> CREATE DATABASE WordPressDB DEFAULT CHARACTER SET utf8mb4 COLLATE utf8mbd_6906_ai_ci;
Query OK, 1 row affected (0.67 sec)

mysql> CREATE USER 'WordPr er'@'localhost' IDENTIFIED BY 'bLIVGBcddFyLgTv760SP';
Query OK, © rows affected (.10 sec)

mysql> GRANT ALL ON WordPressDB.* TO 'WordPressUser'@'localhost’;
Query OK, © rows affected (0.63 sec)

nysql> [l

To grant privileges on the command line, type GRANT ALL ON WordPressDB.* TO
‘WordPressUser’ @’localhost’; then press enter.



Flush Privileges

® safari File Edit View History Bookmarks Window Help

Mo~ 0 @ itlab.fsemergingtech.com

QEMU (yhernandez1-Ubuntu2004-2310) - noVNC

Terminal v X Octs 14:35
user@user-Standard-PC-I440F X-PIIX-1996:

$ mysql -u root -p
Enter passwor

Welcome to the MysQL monitor. Commands end with ; or \g.
Your MysQL connection id is 9

Server version: 8.0.34-6ubuntu®.20.64.1 (Ubuntu)

Copyright (c) 2660, 2623, Oracle and/or its affiliates.
oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective

owners.

Type 'hel ' for help. Type '\c' to clear the current input statement

mysql> CREATE DATABASE WordPressDB DEFAULT CHARACTER SET utf8mb4 COLLATE utf8mbd_6906_ai_ci;
Query OK, 1 row affected (0.67 sec)

mysql> CREATE USER 'WordPressUser'@'localhost' IDENTIFIED BY 'bLIvG8cddFyLgTv760SP
Query OK, © rows affected (.10 sec)

mysql> GRANT ALL ON WordPressDB.* TO 'WordPressUser'@'localhost’;
Query OK, © rows affected (6.03 sec)

mysql> flush privileges;
Query OK, © rows affected (0.02 sec)

mysql> I

To flush privileges, you type flush privileges on the command line, then press enter.



® safari File Edit View History Bookmarks Window Help

Mo~ 0 @ itlab.fsemergingtech.com

QEMU (yhernandez1-Ubuntu2004-2310) - noVNC

Terminal v K Oct 5 14:35

user@user-Standard-PC-l440F X-P1IX-1996:

$ mysql -u root -p
Enter passwor

Welcome to the MysQL monitor. Commands end with ; or \g.
Your MysQL connection id is 9

Server version: 8.0.34-6ubuntu®.20.64.1 (Ubuntu)

Copyright (c) 2660, 2623, Oracle and/or its affiliates.
oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective

owners.

Type 'hel ' for help. Type '\c' to clear the current input statement

mysql> CREATE DATABASE WordPressDB DEFAULT CHARACTER SET utf8mb4 COLLATE utf8mbd_6906_ai_ci;
Query OK, 1 row affected (0.67 sec)

mysql> CREATE USER 'WordPressUser'@'localhost' IDENTIFIED BY 'bLIvG8cddFyLgTv760SP
Query OK, © rows affected (.10 sec)

mysql> GRANT ALL ON WordPressDB.* TO 'WordPressUser'@'localhost’;
Query OK, © rows affected (6.03 sec)

mysql> flush privileges;
Query OK, © rows affected (0.02 sec)

mysql> extit
Bye

To quit MySQL, you type exit on the command line and press enter.



Install WordPress

Grant Permission to html Directory to WordPress User

@ safari File Edit View History Bookmarks Window Help

3 @ ThuOct5 12:51PM

@ itlab.fsemergingtech.com ¢ @@t + O

IT125 - Proxmox Virtual Environment

user@user-Standard-PC-I440F X-PIIX-1996: ~

:-$ sudo chown SUSE var fwww/html/*f]

To grant permissions to the html directory on the command line, type sudo chown SUser:$User
[var/www/html/*, then press enter.




Delete Files from html Directory

@ Safari  File FEdit View History Bookmarks Window Help

& itlab.fsemergingtech.com

IT125 - Proxmox Virtual Environment

e -

user@user-Standard-

USE

To delete files from the html directory on the command line, type sudo rm /var/www/html/*, then press

enter.



Verify html Directory is Empty

@ Safari  File FEdit View History Bookmarks Window Help

& itlab.fsemergingtech.com

IT125 - Proxmox Virtual Environment

e -

user@user-Standard-

To verify the empty html directory, type Is /var/www/html on the command line, then press enter.



Clone WordPress to html Directory

Window  Help

@ safari File Edit View History Bookmarks
@ itlab.fsemergingtech.com
IT125 - Proxmox Virtual Environment
& yhemandez1@LabA

octs 15:58

& Terminal ¥

user@user-Standard-PC-I440F X-PIIX-1996:

72-generic linux-hwe

gir1.2-goa-1.0 Libfwupdplugini Libxnlbl inux-headers-5.15.0-7
Uinux-inage-5.15.0-72-generic linux-modules-5.15.8-72-generic linux-modules-extra
Use 'sudo apt autoremove' to remove them
The following additional packages will be tnstalled:
git-man liberror-perl
suggested packages:
git-daemon-run | git-daem
The following NEW packages will be
git git-man liberror-perl
© upgraded, 3 newly installed, 0
Need to get 5,518 kB of archives
this operation, 38.7 MB of additional ace will be
/us.archive.ubuntu.con/ubuntu 0
Jus.archive.ubuntu.con/ubuntu focal-updates/main and64 git-man all 1:2.25
updates/matn amd64 git amd64 1:2.25.1

sysvinit git-doc git-el git-email git-gui gitk gitweb git-cvs git-media
tnstalle

remove and 6 not upgraded

al/main andé4 liberror-perl all 0.17029-1 [26.5 kB]
1-1ubuntu3.11 [887 k8]
1ubuntu3.11 [4,605 k8]

After

Jus.archive.ubuntu.con/ubuntu focal
kB in 1s (4,013 kB/s)
ously unselected package liberror-perl
(Reading database 196855 files and directories currently installed
Preparing to unpack .../liberror-perl_0.17029-1 all.deb ..
Unpacking Liberror-perl (6.17629-1)
selecting previously unselected package git-man.
Preparing to unpack .../git-man_1%3a2.25.1-1ubuntu3.11_all.deb .
Unpacking git-man (1:2.25.1-1ubuntu3.11)
selecting previously unselected package g
Preparing to unpack .../glt_1%3a2.25.1-1ubuntu3.11_and64.de
Unpacking git (1:2.25.1-1ubuntu3.11)
setting up Liberror-perl (0.17629-1)
setting up git-man (1:2.25.1-1ubuntu3.11)
setting up git (1:2.25.1-1ubuntu3.11)
Processing triggers for man-db (2.9.1-1)
udo git clone https://github.com/WordPress/WordPress /var /www/htnl
Cloning into '/var/www/html
Enumerating objects: 400380, done.
ounting objects: 160% (403/463), done
Compressing objects: 160% (2 done
Total 460386 (delta 212), (delta 186), pack
100% (400380/ 3.55 MU
100% (32 /
100% (404

remote
remote:
remote
remote
Receiving objects
Resolving delta:

Updating files:

To clone WordPress, type sudo git clone https://github.com/WordPress/WordPress /var/www/html/ on

the command line, then press enter.



Verify html Directory Contains WordPress Files

@ safari File Edit View History Bookmarks Window Help Thu Oct 5 1:05 PM
M- < 0 @ itlab.fsemergingtech.com (U]

N

A PROXMOX virua

Pool

IT125 - Proxmox Virtual Environment

) & snus
Activities

More

‘s user@user-Standard-PC-I440F X-PIIX-1996:
git-man liberror-perl
9 packages:
aemon-run | git-daemon-sysvinit git-doc git-el git-emaill git-gul gitk gitweb git-cvs git-mediawiki g

lowing NEW packages will be installed
git git-man liberror-perl

© upgraded, 3 newly installed, 6 to
Need to get 5,518 kB of
After this operation, 38. ace will be used
Get:1 http://us.archi al/main amd64 Liberror-perl all
Get:2 http://us.archive.ubuntu.com/ubuntu focal-updates/main and64 git-man all
Get:3 http://us.archive.ubuntu.com/ubuntu focal-upd
Fetched 5,518 kB in 1s (4,013 kB/s)

selecting previously unselected package liberror-perl
(Reading database 196855 files and directories currently installed
Preparing to unpack .../liberror-perl_0.17029-1_all.deb ..
Unpacking liberror-perl (6.17629-1)
electing previously unselected packag
Preparing to unpack .../git-man_1%3a
Unpacking git-man (1:2.25.1-1ubuntu3.11)
selecting previously unselected package
Preparing to unpack .../git_1%3a2.2
Unpacking git (1:2.25.1-1ubuntu3.11)
etting up Liberror-perl (0.17629-1) ...
etting up git-man (1:2.25.1-1ubuntu3.11)
etting up git (1:2.25.1-1ubuntu3.11)
ocessing triggers for man-db (2.9.1-1)

:-$ sudo git clone http:

it
The fol

and © not upgraded
archives

0.17629-1 [26.5 k8]
1:2.25.1-1ubuntu3. 11 [887 k8]
25.1-1ubuntu3.11 (4,605 k8]

s/matn and64 git amd64 1
)

git-man.
1ubuntu3.11_all.deb

git
1-1ubuntu3.11_and64.deb

Clontng tnto '/var/www/html
remote: Enumerating objects: 460380, done
remote: Counting objects: 106x (463/403

), done
remote:

Compressing objects: 100% (223/223)

remote: Total 4 (delta 212), r lta 180), pack-reused
tving obj 00380), 423.68 MiB ss

lving del )]
1

done
Updating

Re
Reso

$ sudo s /var /www/ht
wp-comments-post.php wp-cron.php wp-load.php  wp-settings.php
wp-config-sample.php wp-includes wp-login.php wp-signup.php
wp-conte i wp-1inks-opnl.php wp-mail.php wp-trackback.php
s

index.php  wp-activate.php
license.txt wp-admin

xmlrpc.php
readme.html wp-blog-heade

To verify that the HTML directory contains WordPress Files, type sudo Is /var/www/html, then press enter.



Verify Permissions on html Directory
@ Safari  File Edit View History Bookmarks Window Help Thu Oct§ 1:08 PM
0 @ itlab.fsemergingtech.com

7125 - Proxmox Virtual Environment
& yhemandez1al

More

1026 (yh

‘s “m user@user-Standard-PC-I440F X-PIIX-1996: ~

)27 (yhernan Unpacking git (1:2.25.1-1ubuntu3.11)
1028 (yhemendez ting up Liberror 0
Setting up git-man (1:2
G} 1029 (yhernandez . setting up git (1:2.25.1-1lubuntu3.11)
Processing triggers for man-db (2.9.1-1) ..
$ sudo git clone http: . WordPress ar /www/html
r ﬁ Clontng tnto */var /www/htal
remote: Enumerating objects
remote: Counting objects: 10e% ( done
remote: Compressing objects: 168% (223/223), done.
remote: Total 0380 (delta 212), reused 347 (delta 180), pack-reused 399977
Recelving objects: 100% (400380/40 3.68 MiB | 3.55 MiB/s, done
ving delt 100%
Updating files: 100% (4
:~$ sudo ls /var/www/html
index.php wp-activate.php wp-comments-post.php wp-cron.php wp-load.php  wp-settings.php  xmlr
license.txt wp-admin config-sample.php wp-includes wp-login.php wp-signup.php
readme.htnl wp-blog-header.php wp-content wp-1inks-opml.php wp-mail.php  wp-trackback.php
udo 1 r/

root 405 5:58 {ndex.php
root 19915 :58 license. txt
root 7399 :58 readne.htnl
root 58 wp-activate.php
58 wp-adnin
58 wp-blog-header .php
58 wp-conments-post.php
58 wp-config-sample.php
58 wp-content
:58 wp-cron.php
58 wp-includes
:58 wp-1inks-opnl.php
58 wp-load.php
:58 wp-login.php
:58 wp-mail.php
8 wp-settings.php
:58 wp-signup.php
:58 wp-trackback.php
58 xmlrpc.php

4 root
1 root

drwxr-xr-x 27 root

w-r root

To verify permissions on the HTML file, type sudo Is -Is /var/www/html, then press enter.



Edit Ownership
Edit Ownership of Contents of html Directory

@ safari File Edit View History Bookmarks Window Help = Thu Oct 5 1:09 PM

) & itlab.fsemergingtech.com ©Oh + O

IT125 - Proxmox Virtual Environment

Vailel Exiommont 745 e
Virtual Machine 1029 (yhe t 4-2310) on 1 1 @ Shutdown >_ Console More @ Help

Activities () Terminal v Oct 5 16:09
»
G} 1026 (yher [ user@user-Standard-PC-I440F X-PIIX-1996: ~

(y z setting up liberror-perl (0.17629-1)
Setting up git-man (1:2.25.1-1ubuntu3.11)
= v Setting up git (1:2.25.1-1ubuntu3.11) ..
S} 1029 (yhernandez Processing triggers for man-db (2.9.1-1) ...
$ sudo git clone https://github.com/WordPress/WordPress /var/www/html

Cloning into '/var/wew/html
remote: Enumerating objects: 460380, done
remote: Counting objects: 10% (463/403), done
remote: Compressing objects: 100% (223/223), done
remote: Total 400380 (delta 212), reused 347 (delta 180), pack-reused 399977
Recelving objects: 100% (400380/400380), 423.68 MiB | 3.55 MiB/s, done.
Resolving deltas: 100% (323744/323744), done.
Updating files: 106X (4646/4646), done.
$ sudo s /var /www/htal
tndex.php  wp-activate.php wp-comments-post.php wp-cron.php wp-load.php  wp-settings.php  xmlrpc.php
Ucense.txt wp-admin wp-config-sample.php wp-includes wp-login.php wp-signup.php
readme.htnl wp-blog-header.php wp-content wp-1inks-opnl.php wp-mail.php wp-trackback.php
$ sudo 1s -ls /var/www/htnl
total 228
root 465 5 15:58 index.php
root 19915 5 15:58 license.txt
root 7399 5 15:58 readme.htnl
root 7211 5 15:58 wp-activate.php
root 4696 5 15:58 wp-adnin
root 351 5 15:58 wp-blog-header .php
root 2323 5 15:58 wp-conments-post.php
root 3613 5 15:58 wp-config-sample.php
root 4696 5 15:58 wp-content
root 5638 5 15:58 wp-cron.php
root 12288 5 15:58 wp-includes
root 2502 5 15:58 wp-links-opml.php
root 3927 5 15:58 wp-load.php
root 50924 5 15:58 wp-login.php
root 8525 5 15:58 wp-mail.php
root 26269 5 15:58 wp-settings.php
root 34385 5 15:58 wp-signup.php
root 4885 5 15:58 wp-trackback.php
root 3154 5 15:58 xalrpc.php
$ sudo chown -R www-data:www-data /var/www/html/*
S

Tasks.

Start Time

Safari File Edit View History Bookmarks Window Help Thu Oct§ 1:10 PM

M- < 0 @ itlab.fsemergingtech.com ®@ h + O

1T125 - Proxmox Virtual Environment

X PROXMOX virtua ’ . e T

0! View v Machine 1029 (yhernandez1-Ul 2004-2310) ¢ T125 " Console More © Help

Activities () Terminal ~ octs 16:10
user@user-Standard-PC-I440FX-PIIX-1996: ~

root 7399 15:58 readne.htnl
root 7211 15:58 wp-activate.php
= root 4096 15:58 wp-adnin
) 1029 (yherandez 4 root 351 15:58 wp-blog-header .php
& root 2323 15:58 wp-comments-post.php
root 3013 15:58 wp-config-sample.php
@ Task History -xr-x 4 root 4696 15:58 wp-content
root 5638 15:58 wp-cron.php
L root 12288 15:58 wp-includes
root 2502 15:58 wp-1inks-opnl.php
root 3927 15:58 wp-10ad.php
root 50924 15:58 wp-login.php
root 8525 15:58 wp-nail.php
root 26269 15:58 wp-settings.php
root 34385 15:58 wp-signup.php
root 4885 15:58 wp-trackback.php
root 3154 5 15:58 xnlrpc.php
S sudo chown -R www-data:www-data /var/www/htnl/*
$ sudo 1s -1s /var/wew/htnl

[ 1028 (yhernandez

® M

data www-data 405 Oct
data www-data 19915 Oct
data www-data 7399 Oct
data www-data 7211 Oct
data www-data 4696 Oct
data www-data 351 Oct
data www-data 2323 Oct
data www-data 3013 Oct
drwxr-xr-x data www-data 4696 Oct
data www-data 5638 Oct
data www-data 12288 Oct
data www-data 2502 Oct
data www-data 3927 Oct
data www-data 56924 Oct
data www-data 8525 Oct
data www-data 26269 Oct
data www-data 34385 Oct
data www-data 4885 Oct
data www-data 3154 Oct
s

tndex. php
license. txt

readne .htnl
wp-activate.php
wp-adnin
wp-blog-header . php
wp-conments-post . php
wp-config-sanple.php
wp-content
wp-cron.php
wp-tncludes
wp-inks-opnl.php
wp-Load. php
wp-login.php
wp-matl.php
wp-settings.php
wp-signup.php
wp-trackback . php
xalrpc.php

VM/CT 1
VM/CT 10
VM/CT 1
VM/CT 1




To Edit Ownership of Contents of HTML Directory, you type sudo chown -R www-data:www-data
[var/www/html/* then press enter and to check that they have changed ownership, type sudo Is -Is
/var/www/html then press enter.

Edit Ownership of the html Directory Itself

@ Safari File FEdit View History Bookmarks Window Help ThuOct5 1:11PM

& itlabfsemergingtech.com o > + ©

1611
user@user-Standard-PC-I440FX-PIIX-1996: ~
8 wp-activate.php

p-adnin
8 wp-blog-header .php

[wwa/html/*

index.php

3613 0
4096

yhernas Ik M/CT 1029 - Consc K

To edit ownership of the HTML directory, type sudo chown www-data:www-data /var/www/html, then

press enter.



Edit the apache2.conf File

Bookmarks ~ Window  Help

@ Safari  File Edit View History

0

) Terminal fy.
m

GNU_nano

hare>
erride None
R e all granted

<Dire

</birectos

<Directory

all gran:

<FilesMatch

</FilesMatch>

L
ted

~ .
Require all denied

@ itlab.fsemergingtech.com

Hodif i




Override All Default Apache Directives

@ Safari  File FEdit View History Bookmarks Window Help ThuOct5 1:13PM

& itlabfsemergingtech.com ) @0 + 0

© Terminal fy octs 16:13

‘s m

GNU_nano

all granted

Require all granted
</birectory>

yhernandez1 T 1029 - Console OK

ache directives, scroll down until you see AllowOverride none, then delete none

To override all default Ap
and change it to ALL.



Create a .htaccess File in the /var/www/html|/.git/ Directory

@ Safari  File Edit View History Bookmarks Window Help 5 Q Thu Oct5 1:15 PM

()} & itlabfsemergingtech.com

erminal [y
user@user-Standard-PC-I440F X-PIIX-1996: ~

blog-header .php

incl

nk

load.php
n.php

[wew/html/*

5638
wp-{nclud
wp-1inks-opnl.php
wp-1oad. pl
wp-1ogtn. php
wp-matl.php

To create a .htaccess file, type on the terminal sudo nano /var/www/html/.git/.htaccess, then press enter.
It will take you to the nano page, and you will add on the first line order deny, allow then press enter, and
on the second line, you will add deny from all, then press control (*X) and X, then Y to save.



Restart the Apache Service

@ safari File Edit View History Bookmarks Window Help

@ itlab.fsemergingtech.com
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octs 16:15
user@user-Standard-PC-I440F X-PIIX-1996:

conments-post.php
config-sample.php
content

on.php
includes

logtn.php

matl.php

settings.php

gnup.php

trackback.php
58 xalrpc.php
sudo chown -R www-data:www-data /var/www/html/*
sudo s Jvar [ww/htal

B Y Y Y,

o 465 Oct 5:58 index.php

1
1
1
1

7211
4096
351 wp-blog-header . php
2323 :58 wp-conments-post.php
3013 :58 wp-config-sample.php
wp-content
wp-cron.php
wp-includes
wp-Links-opnl.php
wp-load. php
wp-login.php
wp-matl.php
wp-settings.php
wp-signup.php
wp- trackback . php
:58 xmlrpc.php
:$ sudo chown www-data:www-data /var/www/html
apache2/apache2. conf
sudo nano /var /www/html/.git/.htaccess
udo service apache2 restart

Rhammm

s oct
4885 Oct
data www-data 3154 Oct

Thu Oct§ 1:15 PM

To restart the Apache service, you type on the terminal sudo service apache2 restart, then press enter.

IMPORTANT: To earn full credit, ALL screenshots must include a “full
view”, including your ProxMox title bar with your username showing.

WordPress Configuration



Configure WordPress

WordPress Configuration Selections

@ Safari File FEdit View History Bookmarks Window Help 5 = @ ThuOct5 1:59PM
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etup Configur X

O & o 101022912

Below

Database Name | \yordpressDB

The name of the database you want to use with WordPress.

Username WordPressUser

r database username.

Password bLIVG8CAdFyLGTV7O00SH

ur database password.

Database Host localhost

should be able to get this info from your web host, if Localhost does not work

Table Prefix

=Y

To configure WordPress, go to Firefox web browser, type in the address bar 10.10.229.12, then press enter.
Once there, click through the settings until you reach the page where you enter your database connection
details. You fill in the information as directed, then press submit.

e Database Name: WordPressDB

e Username: WordPressUser

e Password: this is your WordPressUser password
e Database Host: localhost

e Table Prefix: wp_



Run Installation

& safari

File

Edit

View

History

Bookmarks

Window

Help

0

& itlab.fsemergingtech.com

O & o 101022912

Information needed

Site Title

Username

Password

Your Email

Search engine
visibility

Ubuntu LAMP

admin

1Hp1COMGWgD%4hhUU1

Important: You will need

root@localhost.local




Create an Admin WordPress User

@ safari File Edit View History Bookmarks Window Help
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o s

O & o 101022912

a0 0

Information needed

]

Please provide the following information. Do not wor

a6

Site Title Ubuntu LAMP

Username

Password 1Hp1COMGWgD%4hhUU1

Important: You will need this password to log in. Please store it in a secure locatio

Your Email root@localhost.local

Search engine
visibility

Sc
You will create an admin WordPress user, adding the necessary information that should be added to the
similar page above.

NOTE: Document WordPress admin user password in table at top of document.



WordPress Site Selections

@ safari File Edit View History Bookmarks Window Help
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O & o 101022912

Information needed

]

Please provide the following information. Do not wor

a6

Site Title Ubuntu LAMP

Username

Password 1Hp1COMGWgD%4hhUU1

Important: You will need this password to log in. Please store it in a secure locatio

Your Email root@localhost.local

Search engine
visibility

VMICT 102

After adding the information, you will click Install WordPress.
Site Title: Ubuntu LAMP

Username: admin

Password: You will create this

Your email: root@localhost.local

Search Engine Visibility: leave unchecked



mailto:root@localhost.local
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Success!

WordPress has been installed. Thank you, and enjoy

Username admin

Password Your chosen




Test WordPress
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2 thoughts on “Hello world!”

@ A WordPress Commenter

admin o Hello world!

A WordPress Commenter ments.

Hello world! uments screen in the

enter avatars come from Gravatar

admin 2

Hello WordPress
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To test WordPress, click on login on the page that says Success! Then, enter the username and password. On
the left side of the page, click Appearance, then Theme, pick a theme, and click on Activate. Then, once
that’s active, click on Posts, then on All Posts, then New Post. Add information, then publish. Click the W on
the top left side, which will take you to the dashboard.



IMPORTANT: To earn full credit, ALL screenshots must include a “full
view”, including your ProxMox title bar with your username showing.

WordPress Security Settings and Configurations

WordPress Security Summary

| protected files and directories in my blog site, fortified the “wp-config.php” file, and set up a firewall
security system. Before altering permissions, we verified our ability to access the files and directories.
After confirming our access, we modified the permissions to ensure no unauthorized access. We checked
again once the modifications were completed to ensure the changes were effective.

Then, to enhance the security of the “wp-config.php” file, we relocated it to a different folder. We also
incorporated a robust code into the “.htaccess” file to prevent unauthorized configuration changes.
Lastly, we installed a firewall plugin for security scanning and surveillance. This will help secure the site
from any malware or other vulnerable assets.

Defense-in-depth

My strategy embodies the defense in depth principle because I've implemented diverse security
measures at various levels of the WordPress environment. Each step contributes to the overall security,
ensuring that even if one control fails, others are in place to prevent or mitigate a security incident.
After setting up our LAMP server with WordPress, we examined the file permissions. We adjusted these
permissions to ensure that only the essential level of access was given, providing WordPress and its
plugins operated correctly. This minimized any undue access to specific files and directories. Also, we
enhanced the security of the wp-config.php file by relocating it to a folder above the one it was before.

Additionally, we updated its permissions and tweaked the .htaccess file to block unwarranted access.
This action not only moved the config file from its conventional location but also safeguarded it from
unauthorized edits. Finally, we integrated the Shield Security plugin, which offers security scanning,
activity monitoring, and IP filtering features. This tool helps in the early detection of vulnerabilities,
tracks site activities, and controls site access based on IP addresses, providing a comprehensive security
layer.
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To check for permissions for files and directories, go to the terminal and, on the command line, type cd

[var/www/html/wp-admin. Permissions must be changed if it allows you to go into the file.
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To configure files and directories, go to the terminal and on the command line, type sudo find
[/var/www/html/* -type d -exec chmod 750 {} \; this will change the permissions for the directories.
Then type sudo find /var/www/html/* -type f -exec chmod 644 {} \; this will change permissions for the
files.

Validation

Before making any modifications, | ensured | had complete access to the files and directories by entering
the command "cd wp-admin." Successfully accessing it confirmed my full access rights. After making the
necessary changes, | tested directory access once more by trying to create a new directory. A
"permission denied" message indicated that the modifications were effective, restricting access and
enforcing a principle of least privilege.
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:-§ cd /var /www/html
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wp-includes: Permission dented
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To verify that permissions were changed, go to the terminal and type cd wp-admin, cd wp-content, and
cd wp-includes on the command line. If they all say permission denied, then the configuration worked.
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To check if the wp-config.php file is vulnerable, go to the terminal and type cd /var/www/html/wp-
config.php. If able to access it, then configurations need to be changed.
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To configure the wp-config.php file, go to the terminal, and on the command line, type sudo mv
[var/www/html/wp-config.php var/www/ this will move the file to another directory. Then type sudo
nano /var/www/html/.git/.htaccess This will take you to .htaccess, and you will add the following code
<files wp-config.php>

order allow,deny

deny from all

</files>

Validation

Before initiating any adjustments to the file, it was essential to ensure that | had the necessary
permissions to access and modify it. To confirm this, | attempted to open the file. Once my access was
ascertained, | proceeded with the following steps to enhance its security. Using the 'nano' editor, a
popular text editor for many UNIX-based systems, | appended specific instructions to deny unauthorized
file access. This is crucial in safeguarding sensitive files, especially if they contain configurations or data
that shouldn't be publicly accessible. A practical approach was to try and access the file from a web
browser to test the effectiveness of my modifications. So, | navigated to http://10.10.229.12/wp-
config.php to see if my held changes. The result was a blank page. In web security, this often signifies
that access to a particular resource has been restricted or blocked, making it unavailable for viewing.
Seeing this confirmed that my protective measures were effectively implemented, preventing
unauthorized access and enhancing the file's security.
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To validate, you will go to Firefox web browser, then on the address bar, type 10.10229.12/wp-
config.php. This will redirect you to the config page, and if everything was moved and configured
correctly, a page not found should load up.

Firewall (Shield)
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On the Firefox web browser, click on the address bar, type 10.10.229.12, then click enter
running as a plugin, there is a vulnerability.

. If no firewall is
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Update Available
Version: 6.4-beta2-56768
Installation Directory:

File Integrity: Previous scans didn't detect any modified, missing, unrecognised or unidentified
files in the WordPress core directories.

To configure the firewall in WordPress, login to Ubuntu, then on Firefox, go to 10.10.229.12, then click on
plugins. Search for Shield Security, install the plugin, and follow the instructions. Once fully established,

make sure that it's active and running.

Validation

Before implementing any modifications, | first assessed the status of the firewall. It was found to be
inactive, which needed a change. To address this, | integrated a plugin named 'Security Shield.' | opted
for the free version, which allows scanning and overseeing the firewall in WordPress. After installing the
plugin, | reloaded the page and showed that the firewall was working correctly. This will scan, monitor

activity, and filter IP.
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To validate the proper functionality of the security shield, go to 10.10.229.12/xmlrpc.php. A POST
requests-only page should load up if it is properly working.



Conclusion

To implement a security methodology, my initial step involved conducting extensive research. Once | had
completed my research, | assessed the necessary changes required in files and directories. | verified my
access to these files and directories before adjusting their permissions. After completing the permission
changes, | revisited the files to ensure | could no longer access them. Once | received "permission denied"
for all three files, | moved on to the next task.

The second vulnerability | addressed involved the wp-config.php file. This was resolved by relocating the
directory and modifying the code within the .htaccess file. After completing these tasks, | confirmed that the
file was no longer accessible.

To address the last vulnerability, | implemented a firewall plugin, specifically Shield Security, which operates
in the background to conduct security scans for malware, monitor activity, and filter IP addresses.
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This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can read this page, it means that the
web server installed at this site is working properly.

Website Administrator

This is the default 1nsex.neat page that is distributed with nginx on Rocky Linux. It is located in /usr/share/nginx/ntsl

You should now put your content in a location of your choice and edit the root configuration directive in the nginx
configuration file /etc/ngtnx/ngsnx. cont.

For information on Rocky Linux, please visit the Rocky Linux website. The documentation for Rocky Linux is available on the
y Linux wet
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Something has triggered missing webpage on your website. This is the default error page for nginx that is distributed with
Rocky Linux. It is located /usr/share/nginx/ntal/50x. htal

You should customize this error page for your own site or edit the error_page directive in the nginx configuration file /etc/nginx
/nginx.cont.

For information on Rocky Linux, please visit the Rocky Linux website. The documentation for Rocky Linux is available on the
Ro:

Linux website.
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