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Purpose

The purpose of this policy is to ensure the security of SnowBe Online’s data and systems by
implementing the principle of least privilege and separation of duties. This policy outlines the
responsibilities of employees and administrators in maintaining secure access to data and
services.

Scope

This policy applies to all services and data within SnowBe Online. It mandates the
implementation of a Role-Based/Privilege-Based framework to ensure that user permissions
are set at the lowest necessary level for job functions. The policy requires the management of
company-provided devices, including determining software installation, data access, and user
login permissions. Each department is responsible for limiting staff access to data and services
based on job responsibilities. Elevated permissions are granted only when needed and must
be removed once the task is complete or no longer required. A centralized log collection
application or SIEM must be used to maintain and monitor all relevant logs for systems and
applications, tracking inappropriate access to data or devices. New applications or services,
whether in-house, commercial, or cloud-based, must provide access to data. Exceptions to this
policy will be addressed by the Assistant Vice President of Information Technology on a case-
by-case basis.

Definitions

Local Administrator Account: A non-domain account with full access to directories, files,
services, and other resources on a local computer.

Principle of Least Privilege: A user, program, or process should have only the minimum
necessary permissions to perform a function.

Role-Based Access Controls (RBAC): Limits data or network access based on an
employee’s or user’s specific roles and responsibilities.

Security Information Events Management (SIEM): An information security tool that stores
and maintains important log files and provides real-time analysis of security alerts generated
by applications and network hardware.

Separation of Duties: The requirement for more than one person to complete a specific task
to prevent theft or misuse of resources.

Roles & Responsibilities

Assistant Vice President of Information Technology:

Address exceptions to this policy on a case-by-case basis.

Ensure compliance with the policy across all departments.

Department Heads:

Limit staff access to data and services based on job responsibilities.

Regularly review staff access to data and services to ensure permissions are set at the lowest
required level.

Employees:

Adhere to the principle of least privilege and use only the permissions necessary for their job
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functions.

Report any security incidents or policy violations to the IT department immediately.

IT Department:

Implement and maintain the Role-Based/Privilege-Based framework.

Manage company-provided devices, including software installation, data access, and user
login permissions.

Ensure all logs are collected and monitored through a centralized SIEM application.
Update and maintain the company’s technical infrastructure, including firmware, patches,
antivirus, and backup software.

Secure servers in a locked area and update the WordPress Shopping cart.

Policy

SnowBe Online implements a Role-Based/Privilege-Based framework where all employees
have access permissions set at the lowest necessary level for their job functions, with elevated
permissions granted and promptly removed as needed. The IT department manages
company-provided devices, overseeing software installation, data access, and user login
permissions. Department heads must regularly review and adjust staff access to ensure
minimal required permissions. A centralized SIEM application monitors all relevant logs, with
logs older than three months archived to cloud storage. The IT department maintains and
updates all network devices, PCs, and servers, ensuring anitivirus and backup software are
current and securing servers in locked areas. PCl compliance is enforced, and new
applications must provide role-based access to data. Mobile devices are reviewed and
approved for data access. The Assistant Vice President of Information Technology addresses
policy exceptions on a case-by-case basis.

Exceptions/Exemptions

To request an exception or exemption, the individual must submit their request to the
department manager, who then will forward it to the IT department manager. The request must
include a detailed explanation of the necessity for the exception or exemption, covering the
business or technical reasons that justify the deviation from the standard policy.

The IT Manager will review the request to ensure all required information is provided and will
assess the potential security impact. A formal risk assessment will be conducted to evaluate
the implications of the requested exception or exemption.

The IT Manager will then either approve or deny the request. The duration for the exception or
exemption will be 18 months unless the requester specifies otherwise. Additionally, the
exception or exemption will be subject to periodic reviews to ensure it remains necessary and
that security risks are adequately managed.

Enforcement

Violations of this policy will result in disciplinary actions.
1st offense: Write up
24 offense: Write up and training courses
3" offense: Write up and leave without Pay
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4t offense: Termination

Devices that do not comply with the security policy will be disconnected from the network until
compliance is achieved.

Version History Table

Version # | Implementation Document Approved By Description
Date Owner
1.0 07/11/24 Ydali Hernandez R. Alarcon

Initial draft of the policy document.
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