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SSL Report: badssl.com (104.154.89.105)

Assessed on: Thu, 20 Mar 2025 22:35:29 UTC | Hide | Clear cache

Certificate
Protocol Support
Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documente
This server supports TLS 1.0 and TLS 1.1. Grade capped to B. MORE INFO »

This site works only in browsers with SNI support.

Server Key and Certificate #1

*.badssl.com
Subject Fingerprint SHA256: 8aa995acf3b4fd700ac49c235361b3e493d3759fe58cea92902052004506346
Pin SHA256: VYBVwx0Vqtig6VidVGDDi1QSDjH744x+0bGhh0aflYQ=

Common names *.badssl.com

Alternative names *.badssl.com badssl.com

Serial Number 03b06b8673151255199082f09b2b94a93af5

Valid from Tue, 11 Mar 2025 20:02:47 UTC

Valid until Mon, 09 Jun 2025 20:02:46 UTC (expires in 2 months and 19 days)
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Key RSA 2048 bits (e 65537)
Weak key (Debian) No

R10
Issuer

AlA: http://r10.i.lencr.org/

Signature algorithm SHA256withRSA
Extended Validation No
Certificate Transparency Yes (certificate)
OCSP Must Staple No

OCSP
OCSP: http://r10.0.lencr.org

Revocation information

Revocation status Good (not revoked)
DNS CAA No (more info)

Yes
Trusted

Mozilla Apple Android Java Windows

Additional Certificates (if supplied)

Certificates provided 2 (2561 bytes)
Chain issues None
#2
R10
Subject Fingerprint SHA256: 9d7c3f1aa6ad2b2ec0d5cf1e246f8d9ae6cbc9fd0755ad37bb974b1f2fb603f3

Pin SHA256: K7rZOrXHknnsEhUH8nLL4MZkejquUulvOIr6tCalrbo=

Valid until Fri, 12 Mar 2027 23:59:59 UTC (expires in 1 year and 11 months)
Key RSA 2048 bits (e 65537)

Issuer ISRG Root X1

Signature algorithm SHA256withRSA

Certification Paths

Click here to expand

No SNI

Click here to expand
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o

Protocols
TLS 1.3
TLS 1.2
TLS 1.1
TLS 1.0

SSL3
SSL2

(*) Experimental: Server negotiated using No-SNI

Cipher Suites

# TLS 1.2 (suites in server-preferred order)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) ECDH secp256r1 (eq. 3072 bits RSA) FS
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH secp256r1 (eq. 3072 bits RSA) FS
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x9€e) DH 2048 bits FS
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x9f) DH 2048 bits FS
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK
TLS_DHE_RSA WITH_AES 128 CBC_SHA256 (0x67) DH 2048 bits FS WEAK
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x33) DH 2048 bits FS WEAK
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (0x6b) DH 2048 bits FS WEAK
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x39) DH 2048 bits FS WEAK
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (0xc012) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x9c) WEAK

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x9d) WEAK

TLS_RSA_WITH_AES_128_CBC_SHA256 (0x3c) WEAK

TLS_RSA_WITH_AES_256_CBC_SHA256 (0x3d) WEAK

TLS_RSA_WITH_AES_128_CBC_SHA (0x2f) WEAK

TLS_RSA_WITH_AES_256_CBC_SHA (0x35) WEAK

TLS_RSA_WITH_3DES_EDE_CBC_SHA (0xa) WEAK
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (0x88) DH 2048 bits FS WEAK

TLS_RSA WITH_CAMELLIA_256_CBC_SHA (0x84) WEAK

https://www.ssllabs.com/ssltest/analyze.html?d=badssl.com
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TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (0x45)

TLS_RSA_WITH_CAMELLIA_128 CBC_SHA (0x41) WEAK

# TLS 1.1 (suites in server-preferred order)

# TLS 1.0 (suites in server-preferred order)

Handshake Simulation

Android 2.3.7 No SNI?

Android 4.0.4
Android 4.1.1
Android 4.2.2
Android 4.3
Android 4.4.2
Android 5.0.0
Android 6.0
Android 7.0
Android 8.0
Android 8.1
Android 9.0
Baidu Jan 2015

BingPreview Jan 2015

Chrome 49 / XP SP3

Chrome 69 /Win7 R
Chrome 70 / Win 10
Chrome 80 / Win 10 R

Firefox 31.3.0 ESR/Win 7

Firefox 47 /Win 7 R
Firefox 49 / XP SP3
Firefox 62/ Win 7 R
Firefox 73 / Win 10 R
Googlebot Feb 2018

IE 7 / Vista

IE8/XP NoFS' NoSNI?

IE8-10/Win7 R
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DH 2048 bits FS WEAK

Incorrect certificate because this client doesn't support SNI

RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)

RSA 2048 (SHA256)

TLS 1.0

TLS 1.0

TLS 1.0

TLS 1.0

TLS 1.2

TLS 1.2

TLS 1.2 > http/1.
TLS 1.2 > http/1.
TLS 1.2 > http/1.
TLS 1.2 > http/1.

TLS 1.2 > http/1.

TLS 1.0

TLS 1.2

TLS 1.2 > htp/1.
TLS 1.2 > http/1.
TLS 1.2 > http/1.

TLS 1.2 > http/1.

TLS 1.2

TLS 1.2 > http/1.
TLS 1.2 > http/1.
TLS 1.2 > http/1.

TLS 1.2 > http/1.

TLS 1.2

TLS 1.0

N

N

-

N

-

N

N

—_

N

N

RN

N

N

| TLS1.0 | TLS_DHE_RSA_WITH_AES_128_CBC_SHA | DH 2048

TLS_ECDHE_RSA WITH_AES 128 CBC_SHA ECDH se

TLS_ECDHE_RSA_WITH_AES_ 128 _CBC_SHA ECDH se

TLS_ECDHE_RSA_WITH_AES_ 128 _CBC_SHA ECDH se

TLS_ECDHE_RSA WITH_AES 128 CBC_SHA ECDH se

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256

ECD

ECD

ECD

ECD

ECD

ECD

ECD

TLS_ECDHE_RSA _WITH_AES_128_CBC_SHA ECDH se

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256

ECD

ECD

ECD

ECD

ECD

ECD

ECD

ECD

ECD

ECD

ECD

TLS_ECDHE_RSA WITH_AES 128 CBC_SHA ECDH se

Incorrect certificate because this client doesn't support SNI

RSA 2048 (SHA256)

RSA 2048 (SHA256)

TLS 1.0

| TLS1.0 | TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_ECDHE_RSA WITH_AES 128 CBC_SHA ECDH se
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IE11/Win7 R
IE11/Win8.1 R

IE 10 / Win Phone 8.0

IE 11/ Win Phone 8.1 R

IE 11/ Win Phone 8.1 Update R

IE 11/Win 10 R

Edge 15/ Win 10 R
Edge 16 / Win 10 R
Edge 18 /Win 10 R

Edge 13 / Win Phone 10 R

Java 6u45 No SNI?

Java 7u25

Java 8u161

Java 11.0.3

Java 12.0.1
OpenSSL 0.9.8y
OpenSSL 1.0.11 R
OpenSSL 1.0.2s R
OpenSSL 1.1.0k R
OpenSSL 1.1.1¢c R

Safari 5.1.9/0S X 10.6.8

Safari 6 /i0S 6.0.1

Safari 6.0.4 /0OS X 10.8.4 R

Safari7/i0S 7.1 R
Safari7/0S X 10.9 R
Safari8/i0S 8.4 R

Safari 8 / OS X 10.10 R

Safari9/i0S 9 R

Safari9/0S X10.11 R

Safari 10/i0S 10 R

Safari 10/ OS X 10.12 R

Safari 12.1.2 / MacOS 10.14.6
Beta R

Safari 12.1.1/i0S 12.3.1 R

Apple ATS9/i0S 9 R

Yahoo Slurp Jan 2015
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RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)

RSA 2048 (SHA256)

TLS 1.2

RN

TLS 1.2 > http/1.
TLS 1.0

TLS 1.2 > http/1.

N

N

TLS 1.2 > http/1.

TLS 1.2 > http/1.

N

TLS 1.2 > http/1.

RN

TLS 1.2 > http/1.

N

TLS 1.2 > http/1.

RN

TLS 1.2 > htp/1.

N
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TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 DH 204
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 DH 204
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA ECDH se
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDI
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 DH 204
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ECD

Client does not support DH parameters > 1024 bits

RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)

RSA 2048 (SHA256)

RSA 2048 (SHA256)

RSA 2048 (SHA256)
RSA 2048 (SHA256)

RSA 2048 (SHA256)

TLS 1.0
TLS 1.2
TLS 1.2
TLS 1.2
TLS 1.0
TLS 1.2
TLS 1.2
TLS 1.2
TLS 1.2
TLS 1.0
TLS 1.2
TLS 1.0
TLS 1.2
TLS 1.2
TLS 1.2
TLS 1.2
TLS 1.2 > http/1.1
TLS 1.2 > http/1.1
TLS 1.2 > http/1.1

TLS 1.2 > http/1.1

TLS 1.2 > http/1.1

TLS 1.2 > http/1.1
TLS 1.2 > http/1.1

TLS 1.2

| TLS1.0 | TLS_DHE_RSA_WITH_AES_128_CBC_SHA | DH 2048

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA ECDH se
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_DHE_RSA_WITH_AES_128_CBC_SHA DH 2048 FS
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA ECDH se
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDI
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA ECDH se
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDI
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDI
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDI
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDI
TLS_ECDHE_RSA_WITH_AES_128 _GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD

TLS_ECDHE_RSA WITH_AES_ 128 _GCM_SHA256 ECD

TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 ECD
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ECD

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECD
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YandexBot Jan 2015 RSA 2048 (SHA256) TLS 1.2

TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 ECD

# Not simulated clients (Protocol mismatch)

IE6/XP NoFS' NoSNI?

Protocol Details

Secure Renegotiation

Secure Client-Initiated Renegotiation
Insecure Client-Initiated Renegotiation
BEAST attack

POODLE (SSLv3)

POODLE (TLS)

Zombie POODLE

GOLDENDOODLE

OpenSSL 0-Length

Sleeping POODLE

Downgrade attack prevention
SSL/TLS compression

RC4

Heartbeat (extension)

Heartbleed (vulnerability)
Ticketbleed (vulnerability)

OpenSSL CCS vuln. (CVE-2014-0224)

OpenSSL Padding Oracle vuln.
(CVE-2016-2107)

ROBOT (vulnerability)
Forward Secrecy

ALPN

NPN

Session resumption (caching)
Session resumption (tickets)

OCSP stapling

https://www.ssllabs.com/ssltest/analyze.html?d=badssl.com

Supported
No

No

Not mitigated server-side (more info) TLS 1.0: 0xc013

No, SSL 3 not supported (more info)

No (more info)
No (more info)
No (more info)

No (more info)

TLS 1.2 : 0xc027

TLS 1.2 : 0xc027

TLS 1.2: 0xc027

No (more info) TLS 1.2: 0xc027

Yes, TLS_FALLBACK_SCSV supported (more info)
No

No

Yes

No (more info)

No (more info)

No (more info)

No (more info)

No (more info)

Yes (with most browsers) ROBUST (more info)
Yes http/1.1

Yes http/1.1

No (IDs assigned but not accepted)

Yes

No
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Strict Transport Security (HSTS)
HSTS Preloading

Public Key Pinning (HPKP)
Public Key Pinning Report-Only
Public Key Pinning (Static)

Long handshake intolerance
TLS extension intolerance

TLS version intolerance
Incorrect SNI alerts

Uses common DH primes

DH public server param (Ys) reuse
ECDH public server param reuse
Supported Named Groups

SSL 2 handshake compatibility

HTTP Requests

(1] nttps:iibadssl.com/ (HTTP/1.1 200 OK)

Miscellaneous

Test date

Test duration

HTTP status code
HTTP server signature

Server hostname

No

No (more info)
No

No (more info)
No

No

No

No

No

No

No

secp256r1

Yes

Thu, 20 Mar 2025 22:32:31 UTC
177.812 seconds

200

nginx/1.10.3 (Ubuntu)

105.89.154.104.bc.googleusercontent.com

3/20/25, 6:39 PM

Try Qualys for free! Experience the award-winning Qualys Cloud Platform and the entire collection of Qualys Cloud Apps, including certificate security solutio

https://www.ssllabs.com/ssltest/analyze.html?d=badssl.com
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