Security Information/Event Management Consultation Guide
PSP Enterprises
All Questions and Criteria fully customizable


Hello, my name is Richard Case.  I am a former Vice President of Gartner Group and now have my own market research firm.  We are in the process of doing a study in the 
security information management/security event management software area.  We would like to ask you about the buying process and selection criteria you have used recently in selecting a solution in this area.

Vendors in this space include:  ArcSight, Network Intelligence, e-Security, Intellitactics and others.

This interview will take about 15 minutes or so and is completely confidential.  Your name and company name will NOT be used in any publication that is produced from this interview.  If any question makes you uncomfortable, you may, of course, not answer that question. 

Notes:
Determine if this time is convenient to continue 
Re-schedule Date/Time:
the interview.  If not, determine an appropriate time:





If OK to proceed:  

I would like your permission to tape record for [translation], analysis, and quality control.  Thanks.    If you do not get this permission – you cannot proceed.  If OK turn on recorder now.
Notes:
The remaining sections of this questionnaire are intended as an outline for the interviewer only.  The interview is intended to be a peer-to-peer, interactive discussion of the competitive environment, vendor selection process and key issues from the user’s viewpoint.
1. What motivated your company to look into solutions in this space? 

2. Could you give me a short overview of the process you went through to decide which vendor’s product to use?  (Some of the following questions may be answered during this overview.)
3. What is the scale on which you’ll be using this technology?  Enterprise-wide?

4. Are you presently using or do you have any previous experience with Security Event Management solutions?  

5. Approximately when was this selection process initiated?

6. When was it finalized? (Process_Finalized)
7. Could you give me an idea of the composition of the selection committee?  Who was on the committee and their titles or roles?
8. What was your role in the selection process?
9. What is your title? 

10. Did any industry analysts, Systems Integrators, or outside consultants contribute to your selection process?   What feedback did they provide?

	Use the list boxes to record the ORDER of criteria mentioned and take notes below for any unique criteria.    First let the respondent name criteria, then read the list for any not mentioned.   Be sure to get IMPORTANCE.
11. What were the primary selection criteria for your evaluation of the vendors?  What criteria really made a difference in choosing the winning vendor?  Take notes here!
When you read the list, use a different order with each respondent.
12. For these criteria could you rate the importance of each on a scale of one to ten where one is of very little importance and ten is absolutely required?
	Customer Selection Criteria
	Imp.
	V
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	V
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	V
3
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	V
5
	V
6

	
	About the Vendors:

	
	
	Vision, Thought Leadership of Vendor
	
	
	
	
	
	
	

	
	
	Viability / Stability / Financial Performance
	
	
	
	
	
	
	

	
	
	References / Reputation / Installed Base 
	
	
	
	
	
	
	

	
	
	Vendor Support (tech assistance, training, imple, etc.)
	
	
	
	
	
	
	

	
	
	Domain Expertise (Security and/or Compliance)
	
	
	
	
	
	
	

	
	
	Price / ROI / TCO (Other Financial considerations)
	
	
	
	
	
	
	

	
	
	Pricing Model
	
	
	
	
	
	
	

	
	General Criteria:

	
	
	Open Standards vs. Proprietary
	
	
	
	
	
	
	

	
	
	Integration with Other Enterprise Applications
	
	
	
	
	
	
	

	
	
	Platforms Supported
	
	
	
	
	
	
	

	
	
	Speed of Implementation
	
	
	
	
	
	
	

	
	
	Ease of Use of the Graphical User Interface
	
	
	
	
	
	
	

	
	
	Proof of Concept
	
	
	
	
	
	
	

	
	
	Performance/Scalability/Reliability
	
	
	
	
	
	
	

	
	Market Specific:

	
	
	Agents: Number of Out-of-the-Box Agents (Number of devices supported out-of-the box)
	
	
	
	
	
	
	

	
	
	Agents: Ability to easily create, modify agents yourself
	
	
	
	
	
	
	

	
	
	Agents: Ability to monitor data from databases
	
	
	
	
	
	
	

	
	
	Agents: Ability to monitor/include data from mainframes
	
	
	
	
	
	
	

	
	
	Analysis: Number of correlation rules out-of-the-box
	
	
	
	
	
	
	

	
	
	Analysis: Ability to create, modify correlation rules 
	
	
	
	
	
	
	

	
	
	Reporting: Number of out-of-the-box reports 
	
	
	
	
	
	
	

	
	
	Reporting: Ability to easily create, modify reports 
	
	
	
	
	
	
	

	
	
	Remediation: Embedded Workflow for incident response and proof of compliance 
	
	
	
	
	
	
	

	
	
	Remediation: Ability to integrate with external workflow system
	
	
	
	
	
	
	

	
	
	Embedded Database 
	
	
	
	
	
	
	

	
	
	Forensics Analysis (Get/View the sensor data)
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


Ask the respondent if they would be comfortable in naming and rating vendors who bid.  If not ask them if it is OK to use vendor pseudonyms such as Vendor1, Vendor2, etc.  (We already know who bid from talking with the salesrep.)

13. Who were the software providers that bid?
(Who_Bid)
	
	1
	2
	3
	4
	5
	6

	Software

providers
	
	
	
	
	
	


14. Returning back to the list of criteria please rate vendors on the criteria.  
WHY did you rate as you did?    HOW could they get better?    HOW could they earn a 10 from you?
15. Which software provider was selected?  (Winner)
16. What was the major reason this software provider was chosen?  (Winner_why)
17. What were the major reasons the other software providers were not chosen? (Loser_why)
18. What advice would you give to each software provider on how they could improve?

I’d like to get a sense of how your opinion of the vendors changed over time.

19. When you reviewed the input from the industry analysts (GG, Meta, etc), at that time, was any vendor in the lead?  (Leading_vendor) 

20. Did you issue an RFP?   Which vendor do you believe was in the lead after you received the RFP responses?  Why?

[We know if they did a POC from the criteria list]

21. If POC Done:  What were the results of the POC?  Which vendor do you believe was in the lead after the POC?  (POC_leader)

22. If no POC:  How did you arrive at a vendor short list?  How did you evaluate the technology of each product? 

23. If the winner of the POC is not the final winner:  What changed your mind after you did the POC and your final solution?  (POC_not_winner)

24. What role did pricing play for you?  (leave open ended at first)  (Pricing_role)

25. Which best describes your situation with regard to pricing?  (Pricing_situation)

· More than one vendor could have met the requirements & price was the deciding factor

· One vendor was clearly the best fit and you negotiated with that vendor only

26. Describe to us how you arrived at the final price.  (Price_final)

27. What pricing tactics were used by each vendor?  How did they approach pricing and negotiating price?  (Pricing_tactics)

28. Were there any sales tactics used by the vendors that you liked or did not like?

29. Which of these providers would you take bids from in the future?

30. How would you change your selection process in the future?

31. Has the post-sales experience with the software &/or vendor lived up to your expectations? How?

32. Are there any other issues related to your decision that were not covered in this survey?  
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