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Inventory 

EQUIPMENT OPERATIING SYSTEM ADDITIONAL INFO IP ADDRESS 

Router/Custom 

Network 

MacOS Big Sur - 10.10.229.1 

Docker CentOS Ghost Container 10.10.229.11 

NginX Reverse Proxy CentOS Reverse Proxy 10.10.229.10 

Wordpress Ubuntu LAMP Stack running 

WordPress 

10.10.229.12 

 

Custom Network 

NETWORK NAME SUBNET IP SUBNET MASK DNS GATEWAY 

ITE229 10.10.229.0 255.255.255.0 10.10.229.1 10.10.229.1 

 

IDs and Passwords 

ACCOUNT USER ID PASSWORD 

CentOS Root User root Fullsail1! 

CentOS Network User root Fullsail1! 

CentOS Host User noneal Fullsail1! 

MySQL Network User root Fullsail1! 

MySQL Host User noneal 0yi8jd30u1 

WordPress Admin admin EORiFe30Gu977PlM01 

 

  



 

Network Topology Diagram 

 
 

Node.js Application (Ghost) on Docker 
 

Install base CentOS 7 Virtual Machine “ITE229-docker (11)”  
1. Set network custom network (10.10.229.1/24)  

2. Set processors to 2 with 1024 MB of memory 

3. Select installation destination to VMware, VMware Virtual S 

4. Click on Network & Host Name and press Configure 

5. Click on IPv4 Settings then click Add 

6. Use the following settings  

a. Address- 10.10.229.11 

b. Netmask- 255.255.255.0 

c. Gateway- 10.10.229.1 

7. Click Done and then click Begin Installation 

8. Click on Root Password and set it to Fullsail1! 

 

 



 
 

SSH into CentOS VM 
1. On your terminal use the command ssh root@10.10.229.11 

2. Type yes to accept the key 

3. Type in the root password (Fullsail1!) 

 
 

Update CentOS 
1. Use the command yum update -y 



 
 

Install EPEL Packages 
1. Use the command yum install epel-release -y  

 
 

Install Docker CE  
1. Use the command curl -fsSL https://get.docker.com -o get-docker.sh 

2. Use the command sudo sh get-docker.sh 

 



 

Start and Enable Docker 
1. Use command systemctl start docker 

2. Use command systemctl enable docker 

 
 

Test Docker (hello-world) 
1. Use command docker run hello-world 

 
 

Disable SELinux on CentOS 7 Virtual Machine 
1. Use command nano /etc/selinux/config 

a. If nano is not installed use the command yum install nano 

2. Change SELINUX=enforcing to SELINUX=disabled 

3. Exit and save  

 
 



Install Ghost Docker Container 
1. Use command docker run -d –name ghost -p 3001:2368 -e url=http://10.10.229.11:3001 ghost 

 
 

Test Ghost 
1. Open your browser and go to http://10.10.229.11:3001 

 
  



 

NginX Reverse Proxy 
 

Install base CentOS 7 Virtual Machine “ITE229-NginX (10) 
1. Set network custom network (10.10.229.1/24)  

2. Set processors to 1 with 1024 MB of memory 

3. Select installation destination to VMware, VMware Virtual S 

4. Click on Network & Host Name and press Configure 

5. Click on IPv4 Settings then click Add 

6. Use the following settings  

a. Address- 10.10.229.10 

b. Netmask- 255.255.255.0 

c. Gateway- 10.10.229.1 

7. Click Done and then click Begin Installation 

8. Click on Root Password and set it to Fullsail1! 

 

 
 

SSH into CentOS VM 
1. On your terminal use the command ssh root@10.10.229.10 

2. Type yes to accept the key 



3. Type in the root password (Fullsail1!) 

 

 

 

Update CentOS 
1. Use the command yum update -y 

 
 

Disable SELinux 
1. Use command nano /etc/selinux/config 

a. If nano is not installed use the command yum install nano 

2. Change SELINUX=enforcing to SELINUX=disabled 

3. Exit and save  

 
 

Disable Firewall 
1. Use the command systemctl stop firewalld 

2. Use the command systemctl disable firewalld 

 



 

Install EPEL Packages 
1. Use the command yum install epel-release -y 

 

 
 

Install NginX 
1. Use the command nano /etc/yum.repos.d/nginx.repo 

a. Use command yum install nano if you do not have it 

2. Type 

[nginx] 

name=nginx repo 

baseurl=https://nginx.org/packages/centos/$releasever/$basearch/ 

gpgcheck=0 

enabled=1 

3. Use command yum install nginx 



 
 

Start and Enable NginX 
1. Use the command /etc/nginx/nginx.conf 

2. Type  

location /blog { 

  proxy_pass                          http://10.10.229.11:3001; 

  proxy_set_header  Host              $http_host;   # required 

for docker client's sake 

  proxy_set_header  X-Real-IP         $remote_addr; # pass on 

real client's IP 

  proxy_set_header  X-Forwarded-For   

$proxy_add_x_forwarded_for; 

  proxy_read_timeout                  900; 

} 



 
3. Use the command systemctl start nginx 

4. Use the command systemctl enable nginx 

 

 
 

Reverse Proxy to Ghost Site 
1. On the docker VM use the command docker rm containerID 

2. Use the command docker run -d --name ghost -p 3001:2368 -e url=http://10.10.229.10/blog 

ghost 

 

3. Go to http://10.10.229.10/blog 



 
  



 

Install WordPress on Ubuntu - LAMP Stack 
 

Base Ubuntu 18.04 Install  
1. Set network custom network (10.10.229.1/24)  

2. Set processors to 2 with 1024 MB of memory 

3. To start, choose your preferred language 

4. You can press Continue without updating the installer 

5. Select your keyboard layout 

 

 

Set Static IP 
1. To set up the network configuration 

a. Subnet- 10.10.229.0/24 

b. 10.10.229.12 

c. 10.10.229.2 

d. 10.10.229.2 

2. Select Save and then click Done 

3. Click Done on proxy address screen 

4. Click Done on the next screen 

5. Make sure Use an entire disk option is selected on filesystem page 

6. Select local disk option on next page 

7. On the next page select Done then click continue 



8. Fill in the fields and click done 

9. Click on Install OpenSSH then select done 

10. Select done on the next screen 

11. Once the VM reboots then you can sign in through SSH 

 
 

SSH into Ubuntu VM 
1. Open the terminal and use the command ssh (user)@10.10.229.12 

2. Type Yes when asked if you want to continue connecting 

3. Type in your password 

 
 



Update Ubuntu 
1. Use the command sudo apt upgrade -y 

 
 

Install  and Configure Apache 
1. Use the command sudo apt install apache2 -y 

2. Use the Command sudo ufw allow in “Apache Full” 

3. You can got to http://10.10.229.12 to check if the web server installed correctly  

 
 

Install and Configure MySQL 
1. Use the command sudo apt install mysql-server -y 

2. Use the command sudo mysql 

3. At mysql> use ALTER USER 'root'@'localhost' IDENTIFIED WITH mysql_native_password BY 

'(yourpassword'; 

4. Use the command FLUSH PRIVILEGES; then use exit 

5.  

http://10.10.229.12/


 
 

Install and configure PHP  
1. Use the command sudo nano /etc/apt/sources.list and add universe to the end of all lines 

2. Save and exit and use the command sudo apt update -y 

3. Use the command sudo apt install php libapache2-mod-php php-mysql 

4. Use the command sudo apt install php-curl php-gd php-xml php-mbstring php-xmlrpc php-zip 

php-soap php-intl 

5. Use the command sudo a2enmod rewrite 

6. Use the command sudo apache2 restart 

 

 
 

Test PHP 
1. To test that PHP installed correctly use the command sudo nano /var/www/html/test.php and 

insert <?php phpinfo(); ?> 

2. save and exit then go to http://10.10.229.12/test.php  

3. if you see the PHP test page you can continue 

 

http://10.10.229.12/test.php


 
 

Database Configuration in MySQL 
1. Use the command mysql -u root -p 
2. Use the command CREATE DATABASE WordPressDB DEFAULT CHARACTER SET utf8 COLLATE 

utf8_unicode_ci; 

3. To add a user use the command GRANT ALL ON WordPressDB.* TO 'User'@'localhost' 

IDENTIFIED BY 'password'; 

4. Then use the command flush privileges; then use exit 

 

Install WordPress 
 

Clone WordPress 
1. Use the command sudo rm /var/www/html/* 

2. Use the command sudo git clone https://github.com/WordPress/WordPress /var/www/html/ 

3. Use the command sudo chown -R www-data:www-data /var/www/html/* 

4. Use the command sudo chown www-data:www-data /var/www/html 



 
 

Edit Ownership 
1. Use the command sudo chown -R www-data:www-data /var/www/html/* 

2. Use the command sudo chown www-data:www-data /var/www/html 

3. Use the command sudo nano /etcapache2/apache2.conf 

4. Go to the section <Directory /var/www/> and change AllowOverride to ALL 

 

 
 

Edit .htaccess 
1. Use the command sudo nano /var/www/html/.git/htaccess 
2. Insert  

a. Order deny, allow 
deny from all 

3. Use the command sudo sytemctl restart apache2 
 

 
 

WordPress Configuration 
 

WordPress Configuration Process 
1. Go to http://10.10.229.12 where you should see the Wordpress install 

2. Use the following: 

a. Database Name -WordPressDB 

b. Username – your database username  

c. Password – your database password 

d. Database Host -localhost 

 

http://10.10.229.12/


 
3. Fill in the prompts and click Install WordPress 

a. Make user you write down the site title, and the user’s password 

 



Test WordPress 
 
  



 

WordPress Security Settings and Configurations 

Security Summary 
 For hardening WordPress I will be going over file permissions, changing file permissions, securing 

wp-config.php file, and installing and configuiring a firewall (In this case I will be using Shield). For file 

permission I simply reviewed the files that were installed with WordPress. When changing file 

permissions I set the permissions where only the owner can eidt the file or directory while the owner can 

only read and execute or simply read. For securing wp-config.php I moved the file to one directory level 

above the html directory where the WordPress files and directories reside. The other thing I did was deny 

anyone to find the file when using something like FTP. Lastly when setting up a firewall I block different 

things such as SQL or PHP injections as well as making users have a vaild email addresses and strong 

passwords. 

Defense-in-depth 
 Defense-in-depth itself means that when approching cybersecurity you want many defense 

mechanisms that are layed overtop one anouther. This way if one defense fails there is anouther one to 

back it up. No one can be protected from a single layer of defense and by adding more layers you can 

help close other security gaps. For a small example, later I am going to show you how to edit the 

.htaccess file so that the wp-config.php file is harder to find if you do not have access to the main server. 

If this fails I also moved the to a higher directory so an attacker will not be able to simply be able to use a 

command like cd /var/www/html then use ls to find the file. Of course moving it to anouther directory is 

not going to stop an attacker for long so I changed the file permissions so even if they find the file unless 

they have the correct permissions they will not be able to edit the file. These layers reduce the overall 

likelyhood that an attacker can do damage to our server. 

File Permissions 

Vulnerability 
File permissions specify who is allowed to read, write, or execute different files or directories. 

Improperly configured permissions can allow people who should not have access to a certain file the 

ability to read or even edit that file.  

Configuration 
To change the permissions of a certain file you would use the command sudo cmd ‘xxx’ /filepath/ xxx 

refers to the permissions that you want to be set. As an example, you could use sudo cmd 644 

/home/noneal/testfile.txt 

Validation 
Steps for validation will be shown in the “Changing File Permission” section. 

Changing File Permission 

Vulnerability  
When I first set up the WordPress server the /var/www/html directory was set to give the Apache user 

permissions. This needed to be changed to give additional permissions as well as restrict some. What I 



want to do is change the permissions so that for files the owner can read, write, and execute while the 

group and others can only read and execute. For directories I want to make it where the owner can read 

and write while the group and others can only read. This change will only allow the owner of the file to 

edit it which would make it harder for an attacker to possibly deny access to the server. 

Configuration 
To change the permissions all the directories and files that are in the html directory I entered the 

following commands: 

For directories- find /var/www/html/* -type d -exec chmod 750 {} \; 

For files- find /var/www/html/* -type f -exec chmod 644 {} \;

 

Validation 
After configuring the permissions the way I wanted, I simply tried to use cd to change the directory to 

see if my noneal account had permission to read the directories that it should not.  

 

This shows that the noneal account was unable to do so. 

Securing wp-config.php 

Vulnerability 
The wp-config.php file holds important information such as the username and password for the 

database. If accessed by someone with malicious intent, they gain information that could deny 

WordPress’s access to the database. This would make the site itself useless. 

Configuration 
To secure the wp-config.php file the first thing I wanted to do is move it one directory level up. To do 

this I used the command: 

sudo mv /var/www/html/wp-config.php /var/www/wp-config.php 



 

The second thing I wanted to do was change the permission of the file so that only the owner could read 

it. While I was in the same directory as wp-config.php I used the command: 

sudo chmod 400 /var/www/wp-config.php  

 

The last thing I wanted to do was edit the .htaccess file to change the accessibility of the wp-config.php 

file. To do this I used sudo nano .htaccess while in the same directory as the .htaccess file. After I was in 

the file, I added the following lines to the bottom of the text: 

<files wp-config.php> 

order allow,deny 

deny from all 

</files> 

 

 

 



Validation 
To validate that I was able to secure the wp-config.php file I downloaded an SFTP application from the 

MacBook app store. After this I connected to the WordPress server and navigated to the www directory. 

There was no file in the directory just the html directory.  

 

 

 

 

Setting up a Firewall 

Vulnerability 
Having a firewall can protect from any malicious or unnecessary network traffic. This can be either 

protecting against Denial-of-Service Attacks (DDoS), brute forcing, or code injection. The vanilla install of 

WordPress does not have anything to help with this which is why I had to install a plugin. The plugin I 

used was the Shield Security plugin. This plugin provides vulnerability scans, traffic logs, and settings for 

user registration to name a few things. If there is anything suspicious Shield will log the activity for me to 

look at later and will give me the ability to black or whitelist the IP if need be. 

Configuration  
Configuration was a simple process. All I had to do was go to my Ubuntu LAMP site and login as the 

admin user. After this I went to the plugin tab and searched Shield. Once it popped up, I clicked install. 



After the install I checked the security dashboard for the security overview which showed how the 

secure the site was by giving a grade rating. I went through each category and added the setting that I 

would provide security without harming the site. 

 

 

 



 

Validation 
One of the settings I wanted to test was the email validation. To test this email validation I went to the 

“Leave a Reply” section on one of the posts and try post a comment with the email “email”. 

 

When pressing post I was given the message “Error: Please enter a valid email address.” 



 

 

WordPress Security Conclusion 
This taught me the importance and some of the techniques of hardening your systems against 

attack. To do this I made sure that the files for WordPress was secure by editing the file and directory 
permissions so that it is much harder to be able to edit or even read important files. When it came to 
even more important files like wp-config.php I moved the file to another directory, changed the 
permissons even more so that the owner was the only one who could read the file, and edit the 
.htaccess file so that the accessability is harder without being on the main server. Lastly I installed a 
firewall so that I could be able to log network and login activity, set user registration requirement, and 
prevent attacks from bots.  
 

Full Report Conclusion 

 Throughout this project I was able to successfully set up three servers that were running 

different programs. The first one was a CentOS server that was running Docker Ghost with the IP 

10.10.229.11. This was done simply by setting up CentOS, installing EPEL packages, and then installing 

Docker CE. After this I had to set up Docker making sure it ran on startup then I installed and setup 

Ghost. The next server what was set up was another CentOS server that was running Nginx with the IP 

10.10.229.10. To do this I set up CentOS, installed EPEL packages, and then installed Nginx. After this I 

had to set up Nginx making sure it runs on startup and making sure traffic that is goes to the Docker 

Ghost machine gets pushed through the proxy server. Lastly, I had to make a WordPress server using 

Ubuntu server with the IP address 10.10.229.12. To do this I had to set up Ubuntu, create and set up a 

LAMP stack, then install and set up WordPress. This led into setting up security measures to help protect 

my WordPress site. To do this I had to edit privileges to all the WordPress files, edit the .htcaccess file so 

that the wp-config.php file was hidden by people who are not on the main server, and add and set up a 

firewall to WordPress site.   



 

Appendix A 

NginX Config File 

 

 

 

 



Appendix B 

NginX Access Log File 

 


